Automation Stitches Lab:
In the GUI, go to Security Fabric > Automation and click Create New.
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Automation stitches, actions, and triggers are configured in separate dialogs. Enter the name in
this case FW-Objects, Set the status to Enable, Set Action Execution Sequential. clicking Add

Trigger and choose ready-made Trigger Reboot.
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Clicking Add Action displays, click on Create.
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Under General section click on CLI Script.

Create New Automation Action

Ban the IP address specified in the
automation trigger event.

General

Webhook

Send an HTTP request using a REST callback.
2y

CLI Script
Execute a CLI script. &
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Send a notification to a Microsoft Teams
channel.
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Send a notification to a Slack channel. ('
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In the CLI Script windows, type the name in this case FW-Address, click on Upload the script.
Make sure choose Administrator Profile Super_admin. Click OK.

>_ CLI Script  Execute a CLI script. (&' & CHANGETYPE
Name | FW-Address |

Minimum interval € 0 second(s) =

Description 4 0/255

CLI Script

config firewall address %

edit LAN-Subnet

set subnet 16.6.1.8/24
next

edit DC-Subnet

set subnet 19.0.2.0/24
next

edit BR-Subnet

set subnet 16.6.3.8/24
next

edit HQ-PC1

set subnet 16.0.1.18/32
next

edit Attacker

set subnet 10.6.1.100/32

next

edit FW1

set subnet 16.6.1.1/32

next

end

. #4300/1023
[+] Uploadl >_ Record in CLI console
Administrator orofile €@ Lsuper admin ~]
Firefox I OK I Cancel
Create New Automation Stitch
Name [ Fw-Objects | s =
Status (VRSP © Disable Q Search + Create
Action execution @ BN Parallel Access Layer Quarantine (1)
Description Create Firewall Object £ 22/255 % Quarantine on FortiSwitch + FortiAP
’ CLI Seript (1)
E— I >_ FW-Address rd
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Automation Stich is completed, there is Trigger and Action click OK.
Create New Automation Stitch
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Action execution @ BSiG0EIN Parallel

Description Create Firewall Object 4 92/955
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Finally, the Stich is ready with name FW-Obijects.
Stitch Trigger Action
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To test reboot, the Firewall, after that it will create the given objects in the address.
CLI Console (1) &

HQ-FW # [execute reboot][]
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